No. D-14012/04/2017-DBT
Govt. of India/FMITHERTT

Cabinet Secretariat/ HEHSa =G
DBT Mission/JeTeTaATH S aCoiiier

4™ Floor, Shivaji Stadium Annexe
Rajiv Chowk, New Delhi-110001
Date: 21 December, 2020

OFFICE MEMORANDUM

Subject: UIDAI Circular on Best practices for fingerprint authentication-regarding

Aadhaar plays a critical role in identification and authentication of individuals, and
de-duplication in databases to ensure targeted and transparent delivery of subsidies to genuine
beneficiaries. It is therefore imperative to institute robust mechanisms for conducting
Aadhaar authentication while delivering benefits under DBT schemes.

2 It has been reported that many Requesting Entities face problems in fingerprint based
biometric authentication due to multiple failures. To avoid any inconvenience to beneficiaries
and in order to ensure seamless delivery, it is necessary that failure rates in Aadhaar
authentication are minimised. In this regard, UIDAI has issued Circular No. 09 of 2020, dated
27.11.2020 (copy enclosed), on “Best practices for fingerprint authentication — use of BFD
and dual finger to increase authentication success rate and improve resident’s experience”.

3 It is requested that the best practices illustrated vide the above-mentioned Circular
may be adopted in DBT schemes of your Ministry / Department at the earliest.

Enclosed: As above [

(Arun Sharma) AF q__l ~o
Director :
Tele: 23343860 (Extn: 307)
To,

1. Secretaries of all DBT implementing Ministries / Departments

Copy to:

1.  Secretary, Ministry of Electronics and Information Technology (MeitY)

2. Chief Executive Officer, Unique Identification Authority of India (UIDAI)
3.  DBT Cell Coordinators of all DBT implementing Ministries / Departments
4.  PSO to Secretary (Coordination), Cabinet Secretariat

5. PS to Joint Secretary (DBT), Cabinet Secretariat
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CIRCULAR No. 09 OF 2020

Subject: Best practices for fingerprint authentication- use of BFD and dual finger to
increase authentication success rate and improve resident’s experience.

Aadhaar provides effective and efficient authentication services to residents to authenticate
anytime, anywhere. Aadhaar authentication enables implementing agencies including government,
banks etc. to verify beneficiaries and ensure targeted delivery of benefits and services. Residents can
use the Aadhaar number to authenticate and establish their identity by performing authentication
through various modes such as biometric {fingerprint and iris), OTP and demographic authentication.

2. Fingerprint, iris and OTP modes of authentication have been effectively used by various
requesting entities (REs) for service delivery to the residents with most of the beneficiaries able to
authenticate using these modes of authentication.

3 However, it is observed that in case of fingerprint authentication, some operators of REs insist
on use of thumb for the purpose of biometric authentication and in case of failure, multiple attempts
are made only with thumb.

4. it is hereby clarified that any of the ten fingers can be used for fingerprint authentication.
Sometimes, due to incorrect placement of finger on the device, worn-out fingerprints, quality of capture
of fingerprint at the time of enrolment etc., authentication with a finger may not be successful.
Therefore, it is advised that if the authentication is not successful with one finger, it may be attempted
again with other fingers. :

I Requesting entities may foliow the following best practices to increase authentication success

rate and enhance resident’s experience:

i. Ensure the biometric device is placed on a plain, clean and stable surface,
ii, Ensure that the finger used for authentication is clean and placed properly on the device.
iii.  If authentication fails with one finger, other fingers may be tried for authentication.



iv.  For applications requiring authentication at regular intervals {e.g. daily, weekly or monthly),
resident’s Best Finger Detection (BFD) may be performed to identify the best finger for
authentication so that resident can authenticate in one attempt. )

v. ~ Dual finger authentication (use of 2 different fingers) may be performed.

6, All REs applications must have BFD and dual finger detection provisions in their applications.
Further, the reasons for failure of authentication as per UIDAI's error codes should be communicated tc
the resident through the application.

The REs should conduct regular operator trainings with focus on best practices to be followed to
improve authentication success rates. Operators must be trained on clearly understanding and
explaining the reasons of failure from UIDAl's error code/RE Application response and suggesting
remedial solutions to the residents. For instance, if UIDAI error code is 330, the application should
indicate that the failure is due to locking of biometrics by the resident and that she should unlock her
biometrics just before performing authentication (as the biometrics are temporarily unlocked for 10
minutes) or disable biometric lock by visiting UIDAI's website or using mAadhaar mobile application.

8. Operators must be specifically encouraged to use dual finger services; provide BFD services to
the residents who fail in the first go and offer alternate mechanisms of ‘authentication as iris
Juthentication. Operators must also be encouraged to report devices that show frequent authentication
failures. Operators who show better success rates may be encouraged and those who repeatedly
perform poor may be retrained.

g, All REs are advised to analyze and monitor their authentication success rates for all
modalities/devices and for operator performance on regular basis. Old, poorly performing and
malfunctioning devices that cause more authentication failures should be weeded out from the system.

10. FAQs on ‘Improving Auth Success Rates” available on uidai.gov.in may be referred to for details.

This issues with the approval of competent authority.




